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Example 1.

5 Public House Las Vegas NV Gastropubs Restaurants > Excellent food and service . Pricey , but well
worth it . | would recommend the bone marrow and sampler platter for appetizers
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Example 2. Greedy NMT
Great food, great service, great beer selection. | had the Gastropubs burger and it was delicious.

The beer selection was also great.
Example 3. NMT-Fake*
I love this restaurant. Great food, great service. It’s a little pricy but worth it for the

quality of the beer and atmosphere you can see in Vegas
41
Algorithm 1 Generation of NMT-Fake™ reviews.

Data: Desired review context Cippue (given as cleartext), NMT model

Result: Generated review out for input context Clipnpue
set b=0.3, A= =5, a= %, Dtypos Pspell
logp + NMT.decode(NMT encode(Clinput))

out + [ ]
i+ 0
log p + Augment(logp, b, A\, 1, [ ], 0) — random penalty
while i =0 or o; not FOS do
log p + Augment(logp, b, A, a, o, ©) — start & memory penalty

0; + NMT .beam(log p, out)
out.append(o;)
1141

end

return Obfuscate(out, piypo. Pspelt)
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Algorithm 2 Pseudocode for augmenting language model.

Data: Initial log LM log p, Bernoulli probability b, soft-penalty A\, monotonic factor «,
last generated token o;, grammar rules set GG

Result: Augmented log LM log p

: procedure AUGMENT(logp, b, A, a, o0;, 7)

generate Pi.ny < Bernoulli(b) — One value € {[ﬁl. l} per token

[+ P>=0 — Select positive indices

log p + Discount(logp, I, A - a’,G) — start penalty

log p + Discount(logp, [0;], A\.G) — memory penalty

return log p

5\3'.—‘

end procedure

procedure Discount(logp, I, A, G)
for i € [ do
if 0; € G then
| log p; + logp; + A/2
else
| log pi + logp; + A
end

DL X P W

—

end
11: return log p
12: end procedure
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(b, )  |Example review for context
03, — I love this location! Great service, great food and the best drinks in Scottsdale.
’ The staff is very friendly and always remembers u when we come in
3)
03, — Love love the food here! I always go for lunch. They have a great menu and
)' 7 they make it fresh to order. Great place, good service and nice staff
5
0.5, — I love their chicken lettuce wraps and fried rice!! The service is good, they are
’ always so polite. They have great happy hour specials and they have a lot
4) of options.
©0.7,— Great place to go with friends! They always make sure your dining
’ experience was awesome.
3)




©0.7,- Still haven’t ordered an entree before but today we tried them once..
o both of us love this restaurant....
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0.9, — AMAZING!!!!T Food was awesome with excellent service. Loved the lettuce
" wraps. Great drinks and wine! Can’t wait to go back so soon!!

4)

RAFEOF Z2a7IZELTIE, VE2—0O¥TbhbT 02 56%THH, TOFITHD L E2—[T53% T, #
FROL E2—359% Th D, MiRke LTI HE, HEE BIOFAa7BZnLi50%Ii272->TED
T U MRHEIZHEFEITESWTWD, BRI ARRERITIE 2 IRENTWE, I T 3 ULETONORKBHRIX
T U FBTEWZD, BEE LT, AD L E 2 —ERITIEFICEH L TN D,

#2
Classification report
Review Type|Precision|Recall |F-score|Support

Human 55% 63% | 59% 994
NMT-Fake 57% 50% | 53% 1006
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