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L, XY hT7—2 X2 VT 2 ICHTHHEN Y 27 22ERL, EREIZEEZITV, ZTOMEH
HETo12[3]. FEIE, - THALTEEE AV, BRICEER Yy NT—JBREND, BEMNIZEAD
fERVEDSIET Ry NU—JBRIE~EBITT A Z & TiThN . EREIToTHEE, 188 E b o-ftliA2 T
MO HHEEND NTTANEZY, FEPED T, ETORENRTE o7, N LOR— R AF
¥ ATONTD, KB - RAIEEL ol EWVIHIRERSH TS, AIFRICEWTIE, FEED
K NI =726 LB Z HEIMICRAE S DEELZR T H 2 L T, BEMICKBEZ T HEERES
FEHT 5.

Tele-lab %, X*>y N —2&X 2 U7 0V — VO ZFSMRAERNREERE CTh 5 [4]. ZOBRETIT,
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Dillor Splash screen for dillo-0.873
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LiNeS
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s Virtual Console #0

INIT: wersion 2.84 booting

! s warning: checktime reached, running e2fsck 1s recommended

JNIT: Entering runlevel: 5

1 fth0: ERROR while getting interface flags: No such device
IOCSIFHURDDR: Mo such device

in[674]: ROOT LOGIN on “thyt'

it
|unix[673]: (login) session opened for user root by LOGIM(uid=0)
login: Ued Nov 12 05:03:42 2008 on ttul

&

prograps included with the Debian GNU/Linux systen are
d in the individual files in Jusr/share/doc/v/copuright

ian GHU/Linu comes with RBSOLUTELY ND URRRANTY, to the extent

witted by spplicsble lau.

in[673]: ROOT LOGIN en “thyo'

0

imNet login: PAM_unix[674]: (login) session opened for user root by LOGIN(uid=0

dnux (none) 2,4.20-3um #1 SMP lUed Mar 26 22:01:22 EST 2003 1685 urknown
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Dillo is Frae Sofware in the terms of the GPL. This means you have
four basic freadoms:

= Freedom 1o use the program any way you see fit
= Freedom {o study and modify the source code.

= Freedom fo make backup copies.

= Fraedom 10 redistribute i,

The GPL is the legal mechanism that gives you these freedoms. I also

protects them from being taken away: any derivative work based on
the program must be under the GPL

Release overview
27 October 2004

The new dillo-0.8.3 comes with a parser thal's able to use W3C's
semantics plus some heuristics. This improves the rendering of sites
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MY —NEeFBHEOT FA47 2 "ol Sivd. HEHY—3 (Exercise server) L FEED T FA4 7T

L (Client) 1%, A & —>y MR SN, HEHAP— N LFEETOa Vo — X IZHE HOEE S
LIS, KB T v H— (Virtual cracker) 1%, WEEFET 7 1/ (Attack definition file) 7O Fed*
ANTE T T o F U TREFRICHE, FEEORE~Y %y U —2 (Virtual machine network) ~DX %
1795 (55 5-2 ).

EEOWRE LT, HAMXEE V477140 (Scenario file) IZIEB AR v MU — 7 ORERRIE SR %,
WEERT 7ANVICEERF Y NV NTOI 7 v h—DfT8 &Rl LT, FEHEFIFA 2 —F v b
WCHEE ST FAT v haryBa—2nbE@oEEH—Nce 74 L, Fil~v Ry NU—2 %
—EHMCEY BET L. ZEHEOE~ Y Ry NI =2 X, EEH T VA7 7 A VOFEBEERICHESX,
HE T VA7 7 A VIERERE (Scenario interpreter) ([ZXVAEE IS,

51 2y b= tF 1) T4 EZREB VAT LA

oL, (R~ User-mode Linux(LAF UML) [10] 2 DR SN AAE~ T Ry FU—27 Z =,
Linux % v bV — 27 EHEBFRE TS AT 4 LiNeS (Linux Network Simulator) DBH¥E%1T-> TX7-[9]. UML
L Linux =2 L—&ThV, Linux-0S ETEWET L. A~ xy MU —271F, R Linux —%, K
M Linux b—#, KM Linux 7 747 b, BXORERAAL v F o INTTH5.

F7-, LiNeS Z3E[E PC 7> HEAMERTREIZ T 5 72912, LiNeS 28l <, VWNC[11]1C & B mfaiE 422 70T
DY —NERE L. 2K, —AOFEEDHEBICHET M, xy MUV —2IZ8isnTEY,
VWNCDA LA RN—LENTPCl B THD. ROFETIE, K5 DOEEF—NZZ O —_"EHNTND.

FEEIL LiNeS DT 5%y FU—7 AR Y—&iHH UL #HWT, ~URAETRy hU—2 D
cReY—%ERT 5. £72, 48 Linux —3, (A8 Linux b—& %2> Y — /W2 X VERE L, A8 Linux
IIAT Y e QULIZKVRET D, £72, LiNeS TRy NI =V ERT —XIZESZX, i~ x>y b
U— 7 ZBEICHEET S, AL, Ry NPT ERT 7 AN, Xy hT—7 bR —, BILOEE
X MU — 7 KB OWIMIRE A TR TEX S, HlliN Z OB~ o v OFIHREID, WY —LOFETERE
THLET, VAT ANIKEREOH DRy NV — 7 B85 it 5.

LL, ZOFEREERY NT—27 OUIHHERRIC, &Ry NV —J7BRTY— L2377 56HDTHD
e, FREOEHRIZL > TEN LRy NU—7 ZHRETE /o, 22T, HAIIEBY 7 v 1 —%18%
T 5.

52 RV 5 v Hh—DERE

[ (1) Survey ] Vulnerability scanning
v
[ (2) Analysis J Analyzing security holes
v v |
[ (3) Attack ] Buffer overflow Password cracking DoS attack
I
v J
Login using cracked password Service
(4) Tllegal -Rob}amg authentication v \l/ disruption
= Setting up backdoors Local buffer Setting up
access s <] .
*Falsifying files overflow illegal programs
]

6: 77y h—0EET7a—

B 6 IIART AT MM TEITSNDHBOWINLTHD.

A7 7 v —1F3%5x D7 = —XTBWT, A) FEANCHESSEIE, B) WY —/LOFATRERICESH
E, BLOO) (x> FT—7 ORBIZESSBEEZIT . A) ORFZNTHEXT R & AHREZ CTh 5. fbxt
BEZIIE GMT CTd 0, FHRHIEZNIXIE S BIAAIEZ 2 b OFRBFFR B L O, RS 7 v I —DIEBEOBMEN S Of%
M\ TH S, B) 1L, A— FAF v UEHR (nmapl12]), B L OBEO A (THC-Hydra[13], Metasploit[14])
Thnh. 0) TiE, IEXY NT—VHBOEEHEL TV AER 213, BE X a2 —N"Y 7 o7
RIE) BT D, T OKREIE, FA4FETHRRZ L) OAPLICEVIRBER Y U — 7S E R L, 2)
D APTIZ LV ZDMEFR Y MY =7 OERZTIG L, ThE o422 L THEBTS.

587



77—, K5DOKBEKRT 7 A NVOGIRICESEXITETSH. ZO7 7 A /MEER LITRT XML ¥ 7%
AW agZ 7y g b— XV ESND., AXCREZ1EM6 D) ~MWIZHBT 57 T v —DFTHE)
AEHTDH. BYEEIHA R FOETREEET 5.

F1: WBEZDTZDD XML ¥ 7 DO—ER

BE B

id A X2 D ID

time A XN B FATT DA

wait A X2 O FATHT DO FRFERFH]

success AR IR L7212 THEITT HA X R 1D

failure ARV IR LT TIEITT DA b 1D

27 8

netscan Py NU—T AFxxy

search FARR >y U= B D7 7 A NV ERFKET D
passwordattack | THC-Hydra IC X H /XA TU— KT X v 7

metasploit Metasploit |2 X 2 X%

ssh sshiZXDVE—FT7 7R, ¥/ —FlZcommand ¥ 7 #EOZ LN TEX 5.
command sshik2UE— bl A %ICFETT S Linux a2 K

6 VRTLETH

FRERFIFIA LV H—Fy MBI SN T4 T harEa—2#FH LT, #E A — 3~ VPN 856t L,
HHE 2 RETS. K71, HEOBREO—FITHD. FAIT Windows PCZHH L TEY, WC B =—
DOHIT LiNeS DI~ Ry NT—27 ZEEL TS

COHBEOWRNIILLT O ThHhDH. FEHENS AT AR ENTMELZRIRT D L, V2T ANREH
FOBEHTHRERy NU—T 2 HEMWEE L, T2 FEEICRTT 5. —ERMEARET S &, WBRER
T A MCESEERY T o —RNEEE AT S . AEFHICIIFEEOEHT S %y NT— 27 NOH—
NIZKFLT SSH 7 — R 7 4 —AT X v 7 &7, SOOI kL. ORI T v H—I% root
=Y DO/NRAT— ROBAFICKRI L2, N> 7 K7 Z2{ERT 5.

WONRIR Y Z v 1 —OATEVIGIE, N7 RTOFRIZL VR Shd. FEFL, HERZ 7 v h—0
WEIZRMPTE, =Ty 7 RTEIEAE - HIBR LTS E, Ny 7 RTORAE - 77 2 AHRE1T - 72
BEllE, =7y e d~ ATk LT DoS WBAZIT 5. FREEIL, 77 U Tweb r— P L,
web R—UAFIRLL D ETEHN, KT D, ZHICEIVREICRNBOEX, u S EAMHEL, WE~OXE L
1To52kEs.

ZREMMIABT T o T —DHEBEIZEL KN ONR o 256, EIRTEF =LA DR R 21T - 12556121,
WY T —DMER LTy 7 RTIORET 7 AAREREF Lo TWD. 22T, (KB T v h—
X, BENYZ RTIOLARIET 7B AZITV, web X— D html 7 7 A VEHIRT K EEZITH. 7947
YEOT T UFEEEIL, web NX—UNZT 7 BRATDHE, R=URERINR. FEFIL, LR
WKW HOL D, 20k, BEho 22 LHL, WB~OKEKEEITIZ L LD,

e
2

588



Host narILiNeS
1P addl‘q192.168.1.3

GUI for virtual o
Linux client-A o i

192.168.1.1
192.168.0.1rtr

www.google .co.p
1£2.160.0 Jservers

=i SN =
GUI for network

Tnitializing softuare serial mrt version

Notdviza 0 (Focfa0-10:06:15) + damren backend (unl topology design
|t/ 1294802357107727 .svh

conscle [mc-1] enabled

Creating ", /tmp/12040023550£0841 con” as COU file for|
2hit-new/attacker”

partition table

| GUI for virtual /::“m"a"w 1621501 3t

et
i Linu_x Server-B Bfsck is recomeendsd

irg :1 across:17400k
Abingmyz ,fmtfrwstfproqran ane fmt!l'nst,fﬂmgr\an are the same file
funt/host/inits line 3: ,ifconfig: comand not found
Restarting internet superserver: inetd,

5 — =
B T A S

7. HERAY—"~DOT 7t A

=N anid=N ++| —oﬂh con= rhaot=107 1628 N A mn—nnn+

WA W wwaw ¥ W P v Avh s e e T

Jan 22 00:43:29 localhost sshd[486] (pam umx) authentlcatmn failure; logname=

UJ.U'V U'.H.U-V bLH'n}bll Fusei= i lIUblp'J.CJL.J.UQ.U .‘1 usei =i UU'.-
Jan 22 00:43:29 localhost sshd[485]: (pam_unix) authentication failure; logname=
Uid=0 euid=0 iiy=ssh ruser= rhosi=19Z,168,0,4 user=root
Jan 22 00:43:29 localhost sshd[493]: (pam_unix) authentication failure; logname=
uid=0 euid=0 tty=ssh ruser= rhost=192,168,0.4 user=root
Jan 72 00:43:23 localhost sshdl4947¢ fran iniv) aithentication failure; lognames

uid=0 euid=0 tty=ssh rusers =root Logs of SSH brute
Jan 72 00243131 Iooatroet s cONSOle of the PP o e 190.168.0.4 ol F 1 o0 -
Jort 51633 ssh? web server force attack

Jan 22 00:43:31 localhost SSeegwees - for root from 192,168.0.4 p

ort 51634 ssh2
Jan 22 00:43:31 localhost sshd[482]: Failed password for root from 192,168.0.4 p
ort 51635 ssh2
Jan 22 00:43:31 localhost sshd[486]: Failed password for root from 192,168,0.4 p
ort 51637 ssh2
Jan 22 00:43:31 localhost sshd[485]: Failed password for root from 192,168,0.4 p

an :43:31 localhost sshd[486]: Accepted password for root from 192,168,0,4 -
part 51637 ssh2 Traces of Intrusion

Jan 22 00:43:31 localhost sshd[486): Received disconnect from 192,168,0.4: 11: B| [ by a cracker
e Bye

X8 : RV T v H—IZ L DY —"~DSSH T /L— 7 — A L fhsnna 7

[N

7-1 FHEEERD B HY

FHBFEBRO BEIE 2 25D, —oHIL, HENRLFEREOMH - AX NV EORYEEHALNITDH L
ThHDH. ZOVAT AL, %y NT—IRE Ry NU—27%x 2 U T ¢ RICET 2 23/ ks F - 72
A& BHBIZLTWS., 2T, HETOREZEOITHESNT5. &9 —ol, 20K 5 REEOLEME

589



EHIEEROLNCTEZETHD. BRI DFEOKT, RVAT AL DEEEZEL, =—F DR
RBaET o r— Ml YINETS.

7-2 FHIBEERDOBE

WERE 1L, v NU— I HERERBRO B DIERBRRFEAE - RKEFED 124 T, ERFIIHFEL THD. £
BRFINRIZLL T Om@EY TH 5.

L. BEBRF 1L DoS B, TN—RNT A —RAT By, Ny KT, NyTyt—n"ua—Lbinolt/ 7 vx
YT AR EERD. £, ERFIILEISLTL I Ty —%179.

2. VAT LEFH LAY MU= EEBEEEIT O (K20 oRE) . EREFIIEE P OITEABIEL, 7T
v H—DITEN DI SEDITANRD > T2 EfeEET 5. HREIIEE I TR ELFIC OV TAEE L
5.

3. WBREIIAR L AT LOFHET o r— N EFEAT D

WRE 1IF 2 DV AT AT~ U Ry WU —7 ZREICEET 2 &0 ) FREICEY fite., e~
Fy NT—=J 3K TR LIERxy U= bR Y —THbD. ZOFRy NT—T XL TFOE S ZE- S 7200
xRy, =L, vz 7 X=VORREENE LD T, V=7 —E R, FIP +—E A, SSH
P —t A, TEINET y—ERZB# L T\ 5. 77472 bO2—P I — Nk LT, 77— % FIP
T7 v 7 a—KL,SSH & TELNET O/8 AU — RFHFECEFEe 74 LW H— Y 7 Ny =7 2% ET DH.

I 5T, HERFEIIATEL— L ERESLL T O — WZRED 2T IR B,

BRI NI L TEDL L, v 7 OBME, /etc LFORET 7 A VORE, /etc LLTFOFKE 7
7ANDEESHZ (/etc/apache/LL T Z#ERL), BIOEY—EAOHEEZITTHS.

cHRTENT 7 AT T = LT TE 52 &1, iptables ZFH L THERA Z k95 DOI@(E DM T
H5.

s BRI FR Y NU—7 bRu Y —, BLOZOMOBEROMREEL L IR b0,

T, BBRE TV — SOMEIEE I S, HEgatEl, EEEHER TOERe 7 A L OFFR, Mg
NR2AT— R, BXUORy 774 —R"T70—D7at 2A0KBETHD.

7-3 Y RATLDZEUHEOTE

EBREHCAWEEER S 7 v h—0EE7 v — %K 9 1R . RFHMEIER CTHWEIE Y 7 v B —I1%, Hi
0 10 7B L ORF0 10 2MICBT HHERFEOITEINC LY, ZOROITEIZRINT 5. FHlFERRF O#
B OITENZBIE L, BESNIARE Y 7 v h—0#ifEL, FEBRICERBZ 7y =R ED L S IZEfEL 720
G LT R AR 21CRT. RV 7 v —DRRETE WL 9 esEiilet X 2 U7 xRk %& Lo 8H
ISFE LD -T2, £, BX 2 U T 41K E2 ML L TCWARWEEELFEE LR o7, 2O X0, %
GFH LHENREOESHIIRLY THLEE 5.
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Check the network for 10 minutes

ti  Subject |1

| Check the netwo pLLOmIE L Sublest

First vulnerability scanning

1
1 1
i Virtual cracker E
7

PermitRootLogin yes

Impossible to access the server

A 4

PermitRootLogin no

A 4

from cracker’s machine

A 4

1-1. SSH Brute force attack for
webmaster account

1-2. SSH Brute force
attack for root account

l

llegally login with webmaster

A 4

> Create a backdoor

1-3. Do nothing

and do local buffer overflow l

Check the network for 10 minutes

L T T l

Second vulnerability scanning

The backdoor is available

Impossible to access port 80

A

Possible to access port 80

2-1. Intrude from the backdoor
and delete web pages

2-2. Dos attack to port 80

9: RIEZ T v h—DEfE7 1 —
=2 WEREOITENEEHE R 2 7 v I — OB ELR

A 4

2-3. Do nothing

77— OEIE WA DOITEN LARE Sz AN D ANE
X 9 /1 1-1 O#EhfE 1 1

X9 1-2 OEE 11 11

X9 # 1-3 OEE 0 0

9§ 2-1 OEE 6 6

X 9 H 2-2 D#EhfE 2 2

X 9 1 2-3 DEE 4 4

7-4 SRATLORBENEBMEICET S5

VAT LN BT DRl T > — R OIEE LR EH 3 ITRT

FHE T > — D OEEE, 5 BePERTA

(5. 295 4. PHE00EVZITFIERY |3 EHE5E50ZRN |2 EEEhENRITE S BbAn |

L ZoBbin &L,

BHR1EEM21E, EBEOY— A EHAWCTEBMICITOEER, Xy NV — 7 2L2ICERT 570

ETHOVAEYNTHDZ k%rbfwaamﬁﬁmwi$ﬁ

VAT LADOMETHD EE zé’@W\

AT OFAEF T LTI T 2178 250k L, FEENZOTOITEZITE O L LB, Y AT AL
THIE S DA 2 RIS 5 2 & TR 21X 5.
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F3 FHMET v — FOIEE L AR
74— NER SEHE
VER 1] #ificBoiTb sty N —27 ETOMEBIZLY, 75 vx 2 J~Ox%

DOUEMAR LD LIECEXE L7n? .91
(E 2 RBH S A7 DERIT 52 £ T, 77 v % FURONEC KT 2B EE |,

DELZN?

H B Fak
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[BiEMEEEEREE & 72> TV D DT, EEISERT DB, BEIN W WG TAEEDNEES OFTE)
ZLTLEDLRWE T B HIEIZ OV THRFIDB S,

8 BHYIZ

AT, HEHP—A"AZHWZEREX 2 ) 7 ¢ HEREIC, BERICHBEL R IRIEs 7 v —
BHATDHI LT, WEBOM EPIFHEOR % FRIZESRZEDTEDZ Ry V=T X 2 T ¢ HE Y
AT DEFER LU, FHEERICE Y, KA T A X DEEOLEM, Aok, B O Y25 L7z,
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